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CRYPTOCURRENCY -
DEFINITION, FUNCTIONS, ADVANTAGES AND RISKS

Abstract. The emergence of “virtual currencies” is extremely recent, with a history of only 13 years. Being
an ultra-new economic tool, it arouses interest and effervescent reactions, especially in terms of definition, but
also about the cumulative effects it has begun to produce in the economic world. The subject also becomes
controversial due to the fact that, being an economic instrument of absolute novelty, it is reflected in the
legislation of very few countries in the world. One of the definitions determines as virtual currency — the digital
representation of the value that is not issued or guaranteed by a central bank or a public authority, which is not
necessarily linked to a legal currency and which does not have the legal status of the currency, but which can be
accepted by natural or legal persons as a means of exchange and which may be transferred, stored and traded
by electronic means. The evaluation of cryptocurrency publications has shown that most of them are related
to attempts to establish legislative agricultural work for the operation of virtual currencies. The functions of
the cryptocurrencies that we have defined are: the exchange and payment function, the hoarding function, the
investment function and the attraction of funds necessary for the activity. Thus, we established that virtual
currencies, as well as fiduciary ones, have the role of: means of payment, means of accumulation, means of
capitalization and investments. Likewise, through this research we managed to highlight the main features and
peculiarities of cryptocurrencies. Among the basic characteristics of cryptocurrencies we highlight: the high
degree of security, maximum speed of transactions, full freedom from financial organizations, irreversibility
of operations, full anonymity of transactions, open source, they can be “mined”. Another approach was to
determine the advantages and disadvantages and risks of using cryptocurrencies. The main advantages of
using cryptocurrencies are related to its functions an caracteristics, such as: it represents a real alternative
to classic banking services, market freedom, privacy of transactions, high speed of trnasactions, alternative
payment methos, increasing the customer base etc. On the other hand there are some disatvantages. They
are related mosly with the following risks: legal uncertainty, market volatility, low degree of acceptance,
unsecured crypto wallets, risks related to use for illegal or criminal purposes, money laundering risks. Taking
in consideration the global trend of the digitization of the society, the share and importance of fiat currencies
will tend to decrease for the benefit of virtual currencies. Cryptocurrencies are becoming a real alternative to
physical currencies, but its main disadvantage is that the public autorities are missing controlling it yet. Even
so, in the nearest future the money could become digital figures.
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KaHOUOam eKOHOMIYHUX HAYK, BUKIA0aY Kapeopu eKOHOMIKU, MaApPKemuHey ma mypusmy,
epotwcasnuii ynieepcumem Monoosu, m. Kuwunis, Pecnyonixa Monoosa

KPUIITOBAJIIOTA —
BU3HAYEHHS, ®YHKUIIL, IIEPEBAT'U TA PUZUKH

Anomayin. “Bipmyanvua eanioma’ 3’s6unace 0ocumo HeOA8HO, iCMOPIsi CMAHOGEHHS K0T HANIYY€E OIU3b-
Ko 13 pokis. Byoyuu 0ocmamHb0 HOBUM eKOHOMIYHUM [HCIPYMEHMOM, 80HA BUKIUKAE iHmepec ma OYpXausi
peaxyii, 0cobnuso 3 MoUKU 30pPy BUSHAYEHHS, A MAKOHC WOO00 KYMYIAMUSHUX HACTIOKIG, AKI KPUNMOBANIOMA
Mae 6 ekoHoMiuHOMY ceimi. [lumanna Kpunmoeamomu cmae cynepeuiusum depes me, wo, Oyoyuu eKoHo-
MIYHUM THCMPYMEHMOM aOCONIOMHOI HOBU3HU, BOHA 8I00OPANCAEMbCS 8 3AKOHOOABCHE] HebA2amboX Kpait
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ceimy. OOne 3 GU3HAUEHb XAPAKMEPUIYE GIPIMYATbHY 8AIOMY K YUPPOGe NPedCcmagieHts apmocmi, sKd He
sunyujena abo eapaHmosand YeHmpaibHuUM OAHKOM a60 0epICABHUM OP2AHOM, KA He 0008's13K080 nos'sa3ana
i3 3aKOHHOIO 8ANIOMOIO I SIKA He MAE OPUOUUHO20 CIAMYCY 8ATIOMU, ale Modce Oymu NPulHsIma QizudHumu
abo wpuOUYHUMU 0cobamu sIK 3aciO 0OMIHY I Modce nepedasamucs, 30epieamucs ma mopaysamucs eneK-
mponnumu 3acooamu. Oyinka nyonikayii npo KpUnmMosaIiomuy noKazaid, wjo OLIbWicms i3 HUX N08 3aHi 3i
cnpodbamu 6CmMano8UmMuU 3aKoOH00aswy pobomy 6 CiibCbKoMy 20Cn00apcmai 0Jis1 poOOmu GIPMYaIbHUX BATIONM.
DYHKYIAMU KPUNMOBANIOM, AKI MU GUSHAYUNU, € (DYHKYIS OOMIHY ma Oniamu, HAKONUYY8aibHa (YHKYIA, iH-
secmuyitina YyHKYia ma 3ayuenHs Koumis, HeoOXIOHUux 0a OisibHocmi. Takum YuHoM, MU 6CIMAHOBUNU, U0
8ipmyanvHi eantomu, K i ioyyiapri, BUKOHYIOMb POJlb NIAMINCHUX 3AC00i8, 3ac00i8 HAKONUYEHHS, 3Ac00i8
Kanimanizayii ma ineecmuyii. Takooic, 8 pamkax ybo2o OOCHIONCEHHA HAM 80ANOCI BUCBIMAUMU OCHOBHI 0CO-
onueocmi kpunmosganom. Ceped 0CHOBHUX XAPAKMEPUCTIUK KPURMOBANION MU SUOLISAEMO: BUCOKULL CIYNIHb
be3nexu, MakCUMAaIbHY WEUOKICMb MPAH3aKYill, NOGHY c8000Y 6i0 QIHAHCOBUX OpeaHi3ayill, HE360POMHICMb
onepayiil, NO6HY AHOHIMHICIb MPAH3AKYIU, 8IOKpUmMuUl K00, ix modcHa “‘éudodysamu”. Inuwum nioxooom 6yno
BU3HAYEHHs nepesae, HedoNIiKi6 ma pusuKie euxopucmanmsa kpunmosaniom. OcnosHi nepesacu UKOPUCTAHHS
KpUnmosaniom noe a3aHi makumi Xapakmepucmukamu: ye peaibHa aibmepHamued KiacuyHum OaHKIBCoKUM
nocayeam, c60600a punKy, KOH@IOeHYiliHicmb MpaH3aKyill, 6UCOKA WBUOKICINbG MPAH3AKYIl, albMepHAmue-
HUll cnocio onaiamu, 30i1bUIeHHs KIIEHMCbKOL Oazu mowo. 3 inwo2o 6oky € desxi nHedoniku. Bouu nog'szani 3
HACMYRHUMU PUSUKAMU. NPABOBA HEBUSHAUEHICMb, BOAAMULLHICIb PUHKY, HU3bKUL CMYNIHb NPULUHAMMSL, He-
3axXUUeHi KPURMO-2AMAHYL, PUSUKU, NO8'A3AHI 3 BUKOPUCIAHHAM } HE3AKOHHUX A00 3MOYUHHUX YIIAX, PUSUKU
giomusarnts epouteti. Bepyuu 00 ysazu 3aeanvhy menHoeHyiro yugposizayii cycninbemea, 1acmyka ma 3Ha4eHHs
Giamuux sanrom, K NPABUILO, IMEHULYBAMUMYMbCA HA KOPUCTb 8ipmyanvHux eantom. Kpunmosanromu cma-
H0Mb PEAIbHOK ATbMEPHAMUBOI (DIZUYHUM BATIOMAM, A€ 20N08HUM il HEOONIKOM € me, U0 0ePHCABHI Op2aHU

NOKU He KOHMPONIOIOMb iX.

KurouoBi ci1oBa: BipTyanbHa BaTIOTa, KPUIITOBATIOTA, OITKOWH, IHBECTHIII1, pU3HK, OJOKICHH, €JICKTPOHHI

peecTpu.

Formulation of the problem. The notion
of “virtual currency” (cryptocurrency) and the
blockchain technology dates back to 2008, when
the cryptocurrency “Bitcoin” was first launched by
the Japaneseman Satoshi Nacamoto (pseudonym).
It is considered that the purpose of inventing the new
type of currency is the emergence of an alternative
currency that would have some of the functions of
traditional currencies (fiduciary and scriptural). With
the emergence of a new payment instrument, it is
necessary to define it as clearly as possible, as well
as to delimitate the objectives, functions and field of
use. Considering the fact that interest in this economic
instrument is growing exponentially all over the
world, it is required to be included in the specific
legislation, which would regulate virtual currencies,
the technology of distributed registers and the supply
of the cryptocurrency.

Analisys of recent researches and publications.
Scientific publications on cryptocurrencies are quite
few, given that it is a recent notion. However, they
appear gradually, in connection with the desire of
some countries and even regional blocs to introduce
the new domain in the legal field but also in the desire
to use it in its full capacity and exploit all its benefits.
Thus, various authorities and public institutions of the
countries of the world, using the national legislative
framework, define the notion of cryptocurrency and
other aspects of their functioning. Those notions are
found in various laws and documents developed by
international organizations.

In 2015, the International Financial Action Task
Force (IFATF) 27, an intergovernmental body to
combat money laundering and terrorist financing,
which brings together 35 states, published guidelines
entitled “Guidance for a risk-based approach to virtual
currencies”. In February 2018, Member States called
for the adoption of new provisions to increase the fight
against money laundering. The final communication
of the G20 meeting in Argentina (19-20 March
2018) supported the action of the FATF, calling for
the updating of international standards for combating
money laundering and terrorist financing in the field
of cryptocurrencies and for a wider application of
those revised standards.

In European Union law, the legal definition of
virtual currencies can be found in Directive (EU)
2018/843 of 30th of May 2018.

Objective statements. The objective of this
article is to define as precisely as possible the notion
of cryptocurrency, delimiting their functions and
features, examining the advantages and disadvantages
of cryptocurrencies but the possibility of using them
as an investment and the risks that could be generated
with the use of cryptocurrencie investment.

Outline of the main research material. First
appeared in 2008, the virtual currency, so far still
does not have a generally accepted definition, it varies
depending on the country's legislation. However, we
agree with the wording of the Fifth Money Laundering
Directive (Directive 2018/843, EU), which defines
“virtual currencies” as a digital representation of
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value that is not issued or guaranteed by a central bank
or public authority, which it is not necessarily linked
to a legal tender and does not have the legal status
of a currency, but can be accepted by individuals or
legal entities as a medium of exchange and can be
transferred, stored and traded by electronic means;
according to the same directive, the functions / uses
of virtual currencies are means of payment, exchange,
investment, value storage product or for use in online
casinos. From a terminological point of view, it is
sometimes preferred to use the term “virtual assets”,
insofar as those instruments are not “currency” in the
common sense.

Most virtual currencies are based on distributed
ledger technology, commonly referred to as
“blockchain”. Virtual currencies have been developed
to transfer value outside the existing monetary system,
using cryptography and without the involvement of
third parties, such as central banks or commercial
banks. This is why they are sometimes called
“currencies” and “payments”. They do not fulfill the
established role of coins, being used relatively little
for payments and not universally accepted as a stable
way of exchange, a viable unit of account or a reliable
tool for storing value. Although there are no universal
definitions of cryptocurrencies, they still have a
generally accepted feature: virtual currency is not a fiat
currency and should not be confused with electronic
money. To define the notion of “virtual currency”,
terms such as: “virtual money”, “cryptocurrencies”, in
the generic sense, or “cryptoassets”, “virtual assets”,
“virtual tokens”, etc. are sometimes used. There
are opinions that “cryptocurrency” is not perfectly
synonymous with “virtual currency”.

Cryptocurrencies are defined as digital repre-
sentations of a value or contractual rights that use
some form of distributed registry technology and that
can be transferred, stored or traded electronically.
Cryptocurrencies are considered one of the practical
uses (applications) of distributed registry technology
and, although all cryptocurrencies use some form of
distributed registry technology, not only the practical
uses of that technology involve cryptocurrencies.

Sometimes the term “token” is preferred to
“virtual currency” as being more neutral and without
the implicit legitimacy of “currency”; is a broad
term, which includes many virtual assets and can be
defined in opposition to account assets, given that the
account-based system starts from the possibility of
verifying the identity of the holder, while those who
use tokens are based on the ability to verify validity
the token itself.

The first cryptocurrency, “Bitcoin”, was created on
August 19, 2008 by a certain Satoshi Nakamoto8 (so
far his identity has not been established with certainty),
as a virtual currency that uses a computer protocol
for encrypted and decentralized transactions, called
blockchain (Chain of blocks). Bitcoin was created

to ensure the protection of investments and the
free financing of business, without resorting to
financial institutions and outside any constraints and
regulations [1].

The first quotation between bitcoin and the US
dollar was published on October 5, 2009, when a
bitcoin was worth 0.001 USD so that at the end
of 2017, a bitcoin was worth over 11,000 USD.
So, bitcoin has a very volatile exchange rate, with
significant daily fluctuations: in 2017, the value of
bitcoin rose sharply from about $ 1,200 in January
2017 toover $ 18,000 in mid-December 2017, and then
decreased by approximately 70%, up to 6,000 USD,
at the beginning of February 2018, increasing to its
maximum value of 60,000 USD in mid-April, 2021,
followed by a sudden decrease, establishing a value
of about 35,000 USD less than one month from its
maximum historical value.

There are a lot of virtual currencies. The Fig. 1
shows the top 10 virtual currencies listed on one
of the multiple virtual currency trading platforms —
Investing.com.

There are currently about 10 200 cryptocurrencies
that are traded non-stop on a lot of virtual platforms
in various states.

Virtual currency is classified into:

— Convertible / non-convertible — may / may not
be converted into fiat / reverse currency or not.

— Centralized / decentralized — whether or not
there is a managing authority for the virtual currency
[2, p. 10].

By electronic money, we mean a digital
representation ofthe fiat currency usedto electronically
transfer the value denominated in the fiat currency.
Electronic money is a digital transfer mechanism for
fiat currency — ie it transfers electronically the value
that has the status of a legal means of payment [3].

1 Bitcoin BTC

2 # Ethereum ETH

3 & Tether UsDT
4 #F Cardano ADA

5 Binance Coin BNB

6 & XRP XRP

7 @& Dogecoin DOGE
g8 @& uUsDCoin USDC
9 Polkadot DOT
10 Uniswap UMI

Fig. 1. Top-10 of cryptocurrencies
Source: https://www.investing.com/crypto/currencies
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There are secondary markets for non-convertible
virtual currencies. These are usually online auction
sites, for example: www.coinbase.com; www.bitmex.
com; www.binance.com; www.kraken. com and others,
which can accept a wide range of storage sources, such
as: other virtual currencies; bank transfers; money
transfers (Western Union, MoneyGram); bank cards;
fiat money; PayPal etc. On these online auctions,
for any transaction of conversion, purchase and sale
of virtual currencies, the central authority (platform
administrator) charges a commission. Additional fees
may also be charged for depositing or withdrawing
fiat currencies or money.

From the multitude of proposed definitions, we
can deduce some characteristics:

1) represents a program code;

2) is the result of mathematical calculations;

3)is created and registered in the blockchain
(the distributed register of digital transactions, kept
by the participants in this register);

4) constitutes a unit of account that has a
cryptographic protection of the evidence;

5)is one of the types of digital financial assets;

6) is a decentralized digital measure of value;

7) forms the object of possession;

8)can be transferred, stored
electronically.

At the same time, we can deduce several
peculiarities inherent in virtual currencies:

— High degree of security. Funds held in
cryptocurrencies are secured by a cryptographic
system based on a public key. However, in order
to make transactions with virtual currencies, you
also need a private key (a kind of password) that
only the owner has. The combination of a strong
cryptographic technique and long numbers makes it
virtually impossible to break.

and traded

Cryptocurrency

— Maximum global speed. Transactions generally
spread almost instantly and are confirmed in a
few minutes. Because they take place in a global
computer network, they don’t dependent on physical
location.

— Total freedom, the owner do not need the
permission of any entity to use cryptocurrencies and
no one can interfere it’s accounts (for example there is
no notion of seizure on the account). It's just software
that anyone can use.

— Irreversibility. Once virtual currency tran-
sactions are confirmed, they are irreversible, no one
can change or cancel them.

— Anonymous. Virtual currency transactions
and similar accounts are not associated with real-
world identities. The owner receives virtual coins
on a so-called address which is actually a string of
about 30 characters. Although transaction flows can
be analyzed, it is quite unlikely that the connection
between the address and the real identity can be
made.

— Open source. Virtual currencies are often open
source, meaning they can be used for free by anyone
to develop new applications, and the network can be
used by anyone.

— They can be “mined». Most virtual currencies
can be mined, ie generated electronically using
mathematical algorithms.

The functions or uses of cryptocurrencies are
summarized in Fig. 2.

Next we will examine what may be the advantages
and disadvantages of cryptocurrencies (Fig. 3).

Advantages:

Alternative to classic banking services. Crypto-
currencies can serve as an alternative to some first
name banking services are: deposits; currency
exchange, money transfer, etc.

function of mean of exchange |
and mean of payment

function of value storage J

function of attracting capital
by the issuer

function of investment [

function of attracting funds
necessary for activity ‘

Fig. 2. Functions of crytocurrencies

Source: developed by the author
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*Privacy
*Market freedom
Advatages =<

A4

*Legal uncertainty
*Market volatility

Riscs <

.

* Alternative to classic banking services
*Payments without borders

«It actively promotes e-commerce
*Streamlining international transfers
*Increasing transaction speed
*Varied range of payment methods
*Increasing the customer base

*Low degree of acceptance

*Unsecured crypto wallets

*Risks related to use for illegal or criminal purposes
*Money laundering risks

Fig. 3. Advantages, disadvantages and risks of crytocurrencies

Source: compiled by the author

Confidentiality. Trading platforms ensure the
confidentiality of personal data, so that traders are
protected from any fraud.

Freedom of the market expressed by the lack of a
public authority that would intervene in the trading of
cryptocurrencies.

Boosting e-commerce, closely linked to growing
the customer base. Serving an additional payment
method, virtual currency contributes to boosting
e-commerce while growing the customer base.

The efficiency of international transfers and the
increase in the speed of transactions are expressed
by the fact that transfers take place 24/7 and can be
used as a way of secure foreign exchange transfer at
minimal costs. Payments in cryptocurrencies can be
made instantly and permanently, without worrying
about the short program of banks, as long as there is
an Internet connection.

Transaction speed. In some cases, banks have to
agree to transactions, which means long waiting times.
When it comes to cryptocurrencies, the transaction is
completed in a maximum of one minute.

Varied range of payment methods. The number
of cryptocurrency users is growing every day, which
means that the demand for this payment system is
also growing. Sellers who opt for the introduction of
cryptocurrencies thus have an advantage in the market.

Fraud protection. When it comes to crypto-
currencies, there is no credit. They may or may not
exist in the customer's account, so the potential for
fraud is reduced to zero. Also, the transactions are
final and immutable, so they cannot be canceled later
as in the case of credit cards.

Risks and disadvantages:

Legal uncertainty. The process of regulating
cryptocurrencies is still in its infancy, with most

countries not yet having clear legislation. It is possible
that in the future, the way cryptocurrencies are taxed
will change, which may generate some accounting
difficulties.

The biggest risk posed by cryptocurrencies is price
volatility. Many of the virtual currencies experience a
very high degree of volatility, in the sense that there
are significant daily fluctuations in their prices.

The low degree of acceptability is conditioned by
the fact that a large part of the countries of the world
still donot have a well-developed legislation regarding
the acceptance and circulation of cryptocurrencies on
national territories.

Unsecured crypto wallets. To receive funds,
sellers must have a digital wallet, which runs the risk
of being compressed. Unfortunately, no infallible
methods of protection have been discovered so far,
and cryptocurrencies cannot be secured at present.

Risks related to use for illegal or criminal
purposes. Given the anonymity of cryptocurrency
traders, its use can lead to illegal and even criminal
issues such as drug trafficking and the financing of
international terrorism. Closely related to these risks
are the risks of money laundering inherent in the use
of virtual currencies.

Certainly, with more rigorous regulation in this
area, these and other risks can be eliminated.

Conclusions. Given the global trend of digitization
of society, the share and importance of fiat currencies
will tend to decrease, being merged with the virtual
ones, but to the extent necessary. The liberalization
and globalization of practical trade has created the
need for a new alternative in making payments. The
anonymity, but also the freedom and independence of
virtual currencies from any kind of financial authority
have generated the exploitation of interest in these
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resources. However, physical money will continue
to exist for many years to come. Cryptocurrencies
are alternatives to physical currencies, but cannot
yet be controlled by public authorities. There is a
tendency for banks to start exercising control, but
this would contradict the very idea and significance
of cryptocurrency. Thus, the trend of a not so distant
future will be that money will become digital figures.

REFERENCES

1. Bitcoin: A Peer-to-Peer Electronic Cash System,
available at: https://bitcoin.org/bitcoin.pdf

2. Advice. Initial Coin Offerings and Crypto-Assets,
ianuarie 2019, available at: https://www.esma.europa.eu/

10

sites/default/files/library/esma50-157-1391 crypto_
advice.pdf

3. D’encadrement des monnaies virtuelles, June,
2014, available at: https://www.economie.gouv.fr/files/
rapport_monnaies-virtuelles2014.pdf

4. Crypto-assets. Report of House of Com-
mons Treassure Committee (UK), available at:
https://publications.parliament.uk/pa/cm201719/
cmselect/cmtreasy/910/910.pdf

5. Les crypto-monnaies. Rapport au Ministre de
I’Economie et des Finances, 4 iulie 2018, available at:
https://www.ladocumentationfrancaise.fr/var/storage/
rapports-publics/184000433.pdf

Cmamms naodituina 0o pedaxyii 09 uepens 2021 p.



