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Abstract. The rapid and global development of the information sphere and modern information technologies has a
significant impact on the political, economic, socio-cultural, protection, and other components of the development of
society and the state. Information resources in modern conditions are becoming a major factor in the life of all spheres
of society. The effectiveness of the system of state management of national information resources and ensuring their
security largely determines the overall level of information and national security in times of war. Any shortcomings in
the structure and functioning of the public administration system lead to losses for society and the state. In this regard,
the article considers the key concepts and foundations of state information policy in the field of information and
national security. The activity of the state in the information sphere in the conditions of war has been analyzed. In
addition, the main directions of the State in the field of information security have been determined. Conceptual
approaches to ensuring information security are offered. When developing the concept of the state information policy in
order to ensure information and national security of Ukraine, it is necessary to proceed from the need to adopt such
fundamental principles as openness of information policy, equality of interests of all participants in information
relations, consistency, priority, etc. In this process, the main measures should be aimed at ensuring the state interests of
Ukraine and not contradict the social interests of the citizens of the country. We need programs of state funding for
information development, ensuring the priority of law over force, etc. Strategic information confrontation is an
independent and fundamentally new type of confrontation capable of resolving the conflict without the use of armed
forces in the traditional sense. Regularities of information confrontation have been determined and its quantitative
characteristics have been analyzed. The article conducts formalization of levels of information weapons of the state and
mechanisms of evolution depending on the resource potential of a specific state and the influence of the external
environment.

Keywords: information security, information threats, state information policy, information resources, information
society, national security.
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OCHOBHU IH®OPMAIIMHOI BE3IIEKU YKPAIHU B YMOBAX BIMHU

Anomauin. Cmpivxuii i 2100a1bHull po36umox ingopmayitunoi cgepu, cyuacuux ingopmayitinux mexHonro2it
3HAYHOI0 MIPOIO 8NAUBAE HA NOJTIMUYHY, eKOHOMIYHY, COYIOKYIbMYPHY, 0DOPOHHY Ma iHUL CKAAO08T NPOYECI8 PO3BUNKY
cycninecmeéa i Oepacasu. Ingopmayiiini  pecypcu 8 cCyyacHux yMo6ax cmarmv  OCHOBHUM — (Parkmopom
orcummeoianbHocmi  6cix cgep cycninbcmea. Egexmusnicmv cucmemu 0epiiscagno2o ynpasuiHHi HAYIOHATbHUMU
iHopmayitinuMu pecypcamu ma eapanmy8ants ixuvoi be3neku 3HAYHOI0 MIPOI0 8U3HAYAE 8 YMOBAX GIllHU 3A2albHUL
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pisens ingopmayitnoi [ HayionanvHoi Oesnexu. bByov-saki uedoniku 6 cmpykmypi | QYHKYiOHY8aHHI cucmemu
0epoHcasHo20 yNpaesiinHa npu3eo0ams 00 30umKie cycnitbcmea i depoicasu. Y 36°s3Ky 3 yum y cmammi po3ensiHymo
KII0Y08i ROHAMMS MA 0CHOB8U 0epiHcasHol ingpopmayiinoi nonimuku 8 cgepi ingpopmayiiinoi ma HayionaibHoi be3nexu.
Ananizyemvca OisvHicmeb depacasu 8 ingopmayinit cghepi 6 ymosax ginu. Kpiv moeo, susnaueni 0cHOBHI Hanpsamu
Oepaicasu 8 cepi ingopmayitinoi desnexu. 3anponoHo8ani KOHYENmyaivbhi nioxoou eapawmy8anus ingopmayitinoi
oesnexu. Ilpu gopmysanni xonyenyii depocasnoi ingopmayitinoi noaimuxu 3 mMemor 2apanmyeamnns ingopmayitnoi
ma HayionanvHoi besnexu Yxpainu eapmo uxooumu 3 HeoOXIOHOCMI NPUUMHAMMS MAaKux 0a308ux NPUHYUNie, sK
8i0Kpumicmo iHopmayitinoi norimuxy, pienicms iHmepecie 6Cix YUaCHUKIE THHOPMAYIUHUX 8IOHOCUH, CUCMEMHOCMII,
npiopumemnocmi mowjo. B ybomy npoyeci 20106Hi 3aX00u NOGUHHI OYMU CAPAMOBAHI HA 3a0e3neYeHHst 0epIHCABHUX
iHmepecie Ykpainu i He cynepeuumu cOYiaIbHUM [HmMepecam 2epomaosiH Kpainu. Heobxionumu € npoecpamu Ha
Qinancysanns 0epocasoro iHOpMayiinozo po3sumkKy, 3abesneueHHs npiopumemy npasa neped CUiow Mouo.
Cmpameziune ingopmayitine npomucmosHus, € CaMoCmitiHUM | RPUHYUNOBO HOBUM GUOOM NPOMUCMOAHHS, 30AMHUM
supiuiysamu KOH@IKM 6e3 3acmoCy8anHs 30pPOUHUX CUL Yy MPAOuyiiHoMy poO3VMIHHI. B cmammi eusHaueHi
3AKOHOMIPHOCIMI IHOPMAYIIHO20 NPOMUCMOAHHSA Ma 30IUCHEHO aHANi3 11020 KINbKiCHUX xapakmepucmuk. IIposedeno
opmanizayiio pignie inghopmayilinoi 030pocHocmi O0epiicasu i Mexanizmie egomoyii 6 3a1eHCHOCMI 8I0 pecypCHO20
nomeHyiany KOHKPEemHoi 0eprcasy ma 6naU8y 308HIUHbO20 OTMOYEHHS.

KuarouoBi cjoBa: indopmariiina Oe3meka, iHpopMaIiiHi 3arpo3w, JepkaBHa iH(QOpMaIiiiHa TOJiTHKA,
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Formulation of the problem. In wartime, the resources in Ukraine was analyzed by O. V. Oliinyk
scale of human activity is determined by risks, threats, [2011]. He proposed a comprehensive analysis of the
and challenges. Accordingly, the methodology for content of the concepts of "information security”, and
understanding and accounting for them should be based "information resources of the State", as well as
on a clear understanding of the qualitative and conceptual approaches to the formation of principles
quantitative aspects of the risks involved in each for the protection of information resources of the State
situation. Thus, in strategic planning in the United of various types.

States, two terms are used: "threat" and "challenge" 0. O. Tykhomyrov draws attention to the problem
They indicate the ability of any country, group of of the reproduction of personnel in the field of
individuals, or phenomenon to threaten ("threat") or information security [2014], as experienced specialists
counteract ("challenge") achieving information and leave government agencies and go to work in
national security objectives. To this end, it is important commercial organizations due to low salaries.

to identify the problems and justify the State’s Setting objectives. Despite the importance and
directions in the field of information security in the relevance of studying the problem of information
context of war. security in Ukraine in times of war, the number of

The purpose of the article is to provide a works devoted to a comprehensive study of this issue is
theoretical justification of the activities of public rather small, which influenced the choice of the topic
authorities that manage the information sphere, of the study. Despite the importance and relevance of
implement information policy with a view to protecting the study of the problem of information security of
the national information space, and ensure information Ukraine in the conditions of war, the number of works
security in war conditions. devoted to the comprehensive study of this issue is

Analysis of previous researches and quite small, which influenced the choice of the research
publications.The information sphere and its state topic.
protection are the basis of scientific research by Therefore, in the article we will consider the main
domestic and foreign scholars and researchers. concepts and foundations of the state information
However, the research on this scientific issue by policy in the field of information and national security.
international economists is insufficient, as their works We will analyze the activities of the state in the
are much less numerous than those of scholars in other information sphere in the conditions of war. We will
fields. determine the levels of the state's information

Nevertheless, the theoretical aspects of the role of armament and the mechanisms of evolution depending
the state in the formation of the information society and on the resource potential of a specific state and the
in ensuring information security have been studied influence of the external environment.
bysuchresearchersas 1.V. Aristova [2020], K.L Presentation of the main research material. A
Beliakov [2], G.G. Pocheptsov [2006], I. Ramone successful information policy can have a significant
[2010], D. Lukianenko [2010], O. Sosnin [2011] and impact on the resolution of domestic, foreign, and
others. military conflicts. Article 17 of the Constitution of

The problem of determining the organizational and Ukraine states: “To protect the sovereignty and
legal framework for the protection of information territorial indivisibility of Ukraine, and to ensure its
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economic and informational security are the most
important functions of the State and a matter of
concern for all the Ukrainian people.” [8]. The
"Doctrine of National Information Security of Ukraine"
(2016) defines the complex nature of current threats to
national security in the information sphere [9].
Information security in today's post-industrial world, in
which the main commodity is information that affects
the state's tactical and strategic decision-making, is the
basis of national security. Information security is one
of the essential components of the country's national
security. Ensuring it through the consistent
implementation of a well-formulated national
information strategy would greatly contribute to
achieving success in solving problems in the political,
military, social, economic, and other spheres of state
activity.

Information security is the state of security of
society, the state, the individual, the state of security of
information resources that ensure the progressive
development of vital areas for society [10]. The main
information threat to national security is the threat of
another party's influence on the country's information
infrastructure,  information  resources,  society,
consciousness, and subconsciousness of the individual.
This happens in order to impose on the other party (the
state) the desired system of values, views, interests, and
decisions in vital areas of social and state activity. In
addition, the opposite, hostile party (the aggressor
country) seeks to control the behaviour of people and
the development of the situation in another country in
the direction it desires. In fact, this is a threat to
Ukraine's sovereignty in vital areas of public and state
activity, which is realized at the information level in
times of war.

Strategic  information confrontation is an
independent and fundamentally new type of
confrontation capable of resolving a conflict without
the use of armed forces in the traditional sense. In order
to study the patterns of information confrontation and
analyze its quantitative characteristics, it is necessary to
formalize the levels of information armament of the
state and the mechanism of evolution depending on the
resource potential of a particular state and the influence
of the external environment.

In this case, we will take the information state of
Ukraine as a basis. As a basic model, we will consider
the model of resolving an information conflict between
two countries, which is based on the Richardson-
Kasparov model. The model is based on the following
hypotheses:

- in the process of an information conflict, each of
the two states seeks to ensure the growth of the
effectiveness of its information weapons in proportion
to the level of information power;

- the economic potential of each country has/limits
the impact on the growth rate of information
capabilities;

- state institutions initiate an increase in the level
of information capabilities, guided by their aspirations.

Let's introduce the notation N; (t), N, (t)for the
levels of information armament of each side of the
conflict, where ¢ is time. Then the above conditions of
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the model can be formalized as a system of two
ordinary differential equations:
Ny = M}(h — Np)[1 — exp(—p1 (ks Nz — a1 Ny + g1))]
N, = My(L, — Np)[1 — exp(—p, (ko Ny —
azN; + g2))1, (1)
whereM;, My, Ly, Ly, p1, D2y @1, A2, ke,
positive time-independent coefficients.

The parameters of the model (1), by analogy with
the terminology of T. Saati, are defined as follows:

ki, k, - coefficients of reaction or defence against
the enemy's information influence;

a,, a,- indicators of the relative costs of creation of
information weapons;

9192~ claims (aggressiveness) ratio, if positive, or
goodwill ratio, if negative;

M, M,- the cost of existing information support;

L, L,- limit values of information depending on
each party’s resources;

p1, P2~ coefficients of the degree of importance of
information costs.

Model (1) admits the existence of four special
solutions that determine the coordinates of equilibrium
positions:

a) N’ = Nj, Ny = N;jb) N/ = Nj, N} = L,
¢) NP =Ly, N} =N;d) N} =N;,N} =L, )
whereN{, N;- is a solution to a system of linear
algebraic equations.

Suppose the functions u; = 12(x; — x3) i u, =
15 (X, — x;)characterize the policy of each country in
the field of information confrontation, where the
variables x; = N; — Ny, x, = N, — Nydenote the
values of deviations from equilibrium levels of
information power.Herer,ry - the stationary control
parameters. Taking into account the form of the
function u,, u,the system (1) takes the form:

%y = My(8; — x)[1 — exp(py(arxy — kyx))] + 10 (% — x2)

% = Mp(8, — x2)[1 — exp(p2(azx; — kpx1))] + 77 (x2 — x1) (3)

The mere fact of transformation of the original
system (1) by introducing influence factors leads to a
change in the coordinate structure of equilibrium
positions, but the trivial value x; = 0, x; = Ocoincides
with the coordinates of the equilibrium position of the
original system (1). This means that the policy of
information confrontation between countries is aimed
at increasing the costs of information capacities of each
party to the conflict and requires the attraction of
additional own resources.

The following conclusions can be drawn: every
state that is part of the global information space must
develop a set of measures for its sustainable
information development in the face of fierce
competition, taking into account information security
factors. This requires

- understanding of information confrontation as a
phenomenon that has a certain logic of development;

- creation of mathematical models and, on their
basis, scenarios of information warfare;

- development of quantitative and qualitative
indicators of information threats in order to improve
decision-making mechanisms in the systems of state
and military administration;

kpare



Bicnuk JIveiecbko2o mopzogenvHo-eKoOHOMiuH020 yHigepcumemy. Exonomiuni nayku. Ne 74, 2023

- development of a software product based on the
national research and production potential to ensure
maximum protection against external influences on
computer communications;

- analysis of the state and technical audit of all
means of information warfare, taking into account their
compliance with modern requirements;

- consolidation of the activities of public
authorities, political parties and mass media in the field
of political information to neutralize the negative
psychological impact on society.

In Ukraine, information is divided into two types:
secret and confidential. According to the Law of
Ukraine "On Information", secret information includes
such information, the disclosure of which would harm
a person, society and the state [11], and which includes
state or other secrets determined by law. The list of
types of secret information is determined by the state
and enshrined in law. State secrets include information
in the field of defence, economy, science and
technology, foreign relations, state security and law
enforcement, the disclosure of which may harm the
national security of Ukraine and which are defined in
accordance with the procedure established by law as
state secrets and are subject to state protection.

In order to neutralize the threats of information and
psychological influence on the mass and individual
consciousness, which can cause damage to public and
industrial health, as well as abuse of freedom of the
media, it is expedient and urgent to develop a unified
state policy in the field of information and
psychological security [12] and the relevant regulatory
framework aimed at solving the following tasks

- coordination of activities of public authorities and
public associations, delimitation of powers of public
authorities and local self-government in the relevant
area

- establishing reasonable balances of "checks and
balances" between the need for free exchange of
information and permissible restrictions on its
dissemination;

- preservation of the unified information and
spiritual space of Ukraine, traditional foundations of
public morality;

- development of legal awareness and
psychological culture of citizens in the field of
psychological and information security;

- training the population in methods of self-defense
against negative information influences, the basics of
safe behaviour in the modern information environment;

- development and support of domestic production
of means of protection against negative information
and psychological influences;

- organization of international cooperation on
information security;

- creation of a national system of licensing,
certification, examination and control in the field of
information security;

- development and adoption of standards in the
field of information security;

- examination to identify negative information and
psychological influences and mandatory licensing of
activities and information security and certification of
relevant means and methods.
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Establishment and operation of an information
security system involves the implementation of the
main stages of system supervision. These include the
following:

- direct implementation of mechanisms to ensure
the required level of security;

- monitoring of the system and its response to
incidents (events) and implementation of political
security using effective tools for tracking various
"intrusions"

- testing the security system through continuous
improvement of the audit;

- improving the system.

Below is a structural diagram of the formation and
functioning of the information security system (Fig 1).

Analysing Fig.1, we can see that ensuring the
continuity and operational transformation of the system
depends on its ability to respond to new challenges and
risks. The information security system provides for a
high level of reliability and continuity of operation
over long periods of time. In addition, it must have a
high level of protection against unauthorized access to
system resources. Its operation is carried out in real
time, etc.

Ensuring the continuity of the state information
security system is one of the main tasks of the state
policy in the field of national security in general and
information security of the state in particular (Fig. 2).

Analysing Fig. 2, we see that the process of
ensuring such continuity can be divided into six main
stages. Let us consider them more specifically. The
first stage (1) is the stage of understanding the
continuity of the state information security system.
This phase is associated with the identification of
critical points (objects) of protection. It is also about
identifying the main internal and external threats that
may become critical for the system. The second stage
(2) is the stage of ensuring the system continuity
strategy. At this stage, the tasks focus on identifying
and selecting alternative solutions to restore the system
in order to minimize threats to the main points of
protection. The search for solutions balances the cost of
protection systems with their effectiveness. The third
stage (3) is the development and implementation stage.
At this stage, efforts are focused on structuring and
documenting the government continuity program. The
fourth stage (4) is the development and "engraftment"
of a continuous culture of information security of the
state. At this stage, the process of building an
integrated system of ensuring the state's information
security is launched. The fifth stage (5) is the stage of
implementation, maintenance and audit of activities
with  the introduction of precise regulation
(improvement, transformation) of the strategy of
continuous functioning of the state information security
system in the face of various crises. The sixth stage (6)
is the stage of managing the state information security
program by distributing and redistributing statuses and
roles, which provides for responsibility, accountability,
insurance (guarantees) and management in the context
of implementing the overall plan for the continuity of
the state information security system.
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Information security system:

High level of protection against unauthorized access | [ . ]
to system resources < i Information inteeritv control
J
7\
High level of reliability with continuous operation P Cryptographic protection of information
over long periods of time - L of automated svstems
J
h ( Registration and accounting of
Support for parallel work of several system users from < » & , J
L users' work
remote computers
J
e N
Gathering statistical information on the
L . e »| factors of automated systems operation
Functioning in real time < »
\ J
J
. . . . . \
Collecting statistical information on the
N use of network resources, hardware
Existing user interface < p| resources and software resources
J - J
e N
Centralized administration of tools that ensure the Analyzing statistical information to
operation of automated systems < » identify network bottlenecks
\ J L )

Fig 1. Flowchart of formation and functioning of the information security system

Source: own elaboration

Understanding the continuous functioning
of the state information security system

Execution, retention
and audit

Managing the continuity

program

Strategies for
continuous operation
of the state
information security
system

Developing and "implanting" a continuous
culture for the entire structure

l

Development and implementation

Fig 2. The process of ensuring the continuity of the state information security system

Source: own elaboration
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The national security of Ukraine in the information
sphere should be considered as an integral integrity of
four components - personal, public (social, commercial
(corporate) and state security [13]. Therefore, in the
process of determining the nature of risks, the
following elements should be taken into account

- a brief conceptual explanation to the interested
parties of political security, its principles, standards and
rules, consistent with the current legislation and
principles of ensuring the continuity of the information
security system of the individual, society, commercial
(corporate) structures and the state

- determination of objects and goals;

- determination of acceptable structures for
establishing control over security objects, as well as
risk assessment and risk management from the point of
view of ensuring the interests of all subjects;

- defining the status and functional roles,
expectations, and responsibilities of the involved
entities, including reporting on events that pose
potential threats.

In Ukraine, there is an objective need for such state
and legal regulation of scientific, technological and
information activities [15] that would meet the realities
of the modern world and the level of development of
information technologies, the norms of international
law, but at the same time effectively protect Ukraine's
own national interests. The most difficult tasks here are
the following:

- harmoniously ensuring information security of
the state, individual and society while simultaneously
identifying urgent priorities;

- managing not only own interests, but also
national interests of other countries;

- taking into account the realities of the modern
world information space, which is moving towards
indivisibility and the formation of a global information
society.

Conclusions and prospects for further research.
It is worth noting that it is critically important to
implement the above schemes of ensuring the
functioning of an effective system of information
security of the state and the information protection
system.

To this end, it is advisable to develop the "Doctrine
of National Information Security of Ukraine" with a
clear definition of the areas (spheres) of responsibility
of executive authorities for ensuring each stage of the
state information security. The subject of constant
attention within the time period defined by the doctrine
should be the revision of the list of "Threats to the
National Security of Ukraine in the Information
Sphere" both in terms of new threats and elimination of
existing ones in the conditions of war, with the
determination of the degree of possible consequences
and intensity levels.

Given that the problem of ensuring the continuity
of the state's information security system is a key one,
the creation/restoration of the main areas of protection
of the national security system in the information
sphere is also a priority. The search for solutions
should be dictated by the balance of the cost of such a
protection system and its effectiveness. In order to
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implement this strategy in practice, a special body
should be created integrated into the executive branch
of power that would carry out its practical
implementation and which, in addition to the
implementation function, would be responsible for
launching the process of building an integrated system
of ensuring the state's information security, monitoring
its implementation and formulating new strategies,
taking into account the dramatic changes in the
geostrategic situation of Ukraine, in the conditions of
war.
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