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ESSENCES OF ONLINE BUSINESS MANAGEMENT: IT ASPECT

Abstract. It is substantiated that the rational management of IT risks is the catalyst for the dynamic online business
development in the context of digital transformation and changing marketing environment. It forms the foundation for
the active relevant actions implementation to increase the online business competitiveness in accordance with its vision,
mission and allows to achieve the planned metrics in the shortest possible time. The systematized list of IT risks of
online business which divided into three groups (IT maintenance and support risks; IT potential management risks; 1T
administration risks) is developed and its graphical interpretation is given. The proposed IT risks take into account the
specifics of digital transformation and its impact on the online business set and development. The scientific and method-
ical approach to assessing the probability of IT risks and making correct management decisions to level or eliminate
them in the future is substantiated. The scientific and methodical approach involves the identification of the status of the
IT risks online business, taking into account which allows to develop the relevant management plan. The proposed sci-
entific and methodical approach is tested by the example of Ukrainian retailers that have online business in different
market segments (food retail; drogerie; home appliances and electronics retail; DIY-retail). The preconditions and
causes of online business IT risks of the studied set of Ukrainian retailers in clusters are determined. Reasonable expla-
nations are given on the significance and likelihood of the online business IT risks of retailers in accordance with their
identified statuses. It is developed the continuum of unified activities to reduce the negative consequences of three
groups IT risks. It based on the results of testing the justified scientific and methodical approach.

Key words: online business, retail, IT risk, qualitative assessment of IT risks, cybersecurity, cyberincident, contin-
uum of unified activities.
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K.e.H., 3asidyeay kaghedpu MidcHAPOOHOI eKOHOMIKU, 00niKy ma ¢inancie, Mixchapoouuili HayKkoeo-
mexHiuHul yHieepcumem imeni akademika FOpis Byeas, m. Kuis

ECEHIIII MEHEKMEHTY OHJIAMH-BI3HECY: IT-PAKYPC

Anomayin. O0rpyHmosano, wo Kamauizamopom OUHAMIYHO20 PO3GUMK)Y OHAAUH-OI3HeCY 6 yMosax yugposoi
mparcgopmayii ma MIHAUBOMY MAPKEMUHZ080MY cepedosuwyi € payionanvrull meHedxcmenm IT-puszuxis. Bin ghopmye
dynoamenm Ons peanizayii axmueHux pereeaHmuux Oill 3 Ni0GUWEHHS KOHKYPEHMOCHPOMOICHOCMI OHAAUN-0i3HeCy
8I0N08IOHO 00 11020 8I3ii, Micii ma 00360/11€ 0ocsAemU 3ANIAHOBAHI MEMPUKU VY MAKCUMATLHO MONCIUGT KOPOMKI 4aACO8I
mepminu. Pospobneno cucmemamuzosanui nepenix IT-puzuxie owHiauu-0i3Hecy y po3pizi mpbox epyn (pusuxu
IT-3a0e3nevenna ma niompumku; puzuxu ynpaeninus IT-nomenyianom; pusuxu IT-aominicmpysanns) ma HagedeHO
ti02o epagiuny inmepnpemayiro. 3anpononogani IT-pusuxu epaxogyroms ocodbausocmi yugpposoi mpancopmayii ma iv
6NAUB HA 6€OeHHA [ pO3GUMOK OHAaUH-0i3Hecy. OOIPYHMOBAHO HAYKOBO-MEMOOUYHUL NIOXi0 Wo00 OYIHI8ANHS
timogipnocmi nHacmanusn IT-pusuxie ma npuiinamms KOPEKmMHUX YNPAGIIHCbKUX piuleHb wjo0o iX HigentosanHs abo
nikgioayii y nepcnexkmusi. Hayxoso-memoouunuii nioxio nepedbauae ioenmupixayito cmamycie IT-pusuxie oHaaiin-
Oi3Hecy, 8paxy8anHs AKUX 00360JIA€ PO3POOUMU DeleGaAHMHUL NAAH MeHeducMenmy. Anpobosano 3anponoHoeaHull
HAYK0B0-MemOoOUYHULL NiOXI0 HA NPUKLAOL YKPATHCOKUX pumetliepis, ujo 30IUCHIOIMb 6€0eHHS OHIAUH-0I3HeCy Y PI3HUX
punxosux ceamenmax (food-pumeiin; opocepu, pumeiin y cepi no6ym060i' mexnixu ma enekmpouiku, DIY-pumeiin).
ﬂemepmzﬂoeaﬂo nepedymosu ma npuyuru eunukHents 1T-pusuxie onnatin-0i3Hecy 00Ci0NHCY8aAHOT cyxynnocmz VKpain-
CbKUX pumelinepis y p03pl3l Kaacmepis. Apzymeumoeano HAOAHO pO3 SACHEeHHA WO000 3HAYYWOCMI ma UMOBIPHOCHI
nacmanus IT-pusuxie onnaiin-6isnecy pumeiliepie 8i0nogioHo 00 ix ioenmugixosanux cmamycis. Pospobneno xonmu-
HYyM VHIiKO8aHUX 3AX00i6 3i 3MeHuen s HeeamugHux Hacaiokie IT-pusukie y pospisi mpbox epyn, 6a3yiouucs Ha pe-
3ynvmamax anpobayii 00TPYHMOBAHO20 HAYKOBO-MeMOOUUHO20 NIOX0DY.

Koatouosi caoBa: onnaiiH-OizHec, putein, IT-pusuk, kBamitaTuBHe ouiHioBaHHS IT-pusukiB, kibepOesmexka,
KiOepiHIIUIEHT, KOHTHHYYM YHi(iKOBaHHUX 3aXO/IiB.
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Statement of the problem. In the context of digi-
tal transformation, online business is constantly chang-
ing and involves the use of new approaches to IT im-
plementation. It is also can be observed the constant
increase in requirements for ensuring cybersecurity
through the rapid development of malware, which,
among other things, hinders the proper implementation
of business processes. In these conditions, the dynamic
development of online business requires systematic
tracking of IT risks and the implementation of activi-
ties to level and / or eliminate cyberincidents and nega-
tive consequences if they occur.

Analysis of the latest research and publications.
The impact of information and communication tech-
nologies on doing business in the national and

Rit 2

Notes.
Ryr ;— IT maintenance and support risks. Group 1:

tl1 — insufficient management interest in IT imple-
mentation; t; — inadequate understanding of IT
tasks and incorrect interpretation of IT problems; t;
— untimely IT solutions; ti — irregular tracking of

inquiries, needs and preferences of online buyers;
té — non-congruence of IT and business strategies;

té — inability to identify the IT needs of online

business; ti — use of irrelevant IT tools; t; — lack
or insufficiently clear budget allocation for IT de-
velopment; t; — improper oversight of IT costs; tllo

— high level of dependence on the functioning of a
number of information systems.

Ry , — IT potential management risks. Group 2:

t12 — unsatisfactory performance of the IT depart-

ment’s functions to ensure information and cyberse-
curity for successful online business in the market;

tzz — low qualification of IT department specialists;

t32 — statutory and regulatory inconsistencies of the
IT department.

Fig. 1. IT risks of onlin

international markets, as well as possible risks and
consequences as a result of IT implementation are
highlighted in the works [3; 7; 12]. The importance and
role of risk management realization for the dynamic
business development are shown in the publications [1-
2; 10-11]. Nevertheless, the [4-6; 13-14] are deter-
mined the aspects of business management in various
areas, taking into account certain types of risks. How-
ever, it is important to note that the specifics of online
business management and development still require
further research in the context of digital transformation
and constant changes in the environment. In addition, a
detailed interpretation of IT risks, which is necessary to
take into account a successful online business, is still

missing in scientific studies.

Y

: e@

3
tll

Rit 3

g G
&

t

IT_3 _IT administration risks. Group 3:
t} — insufficient IT rationalization; t — lack of control
over the architecture of the information system; tJ —
inconsistency of IT standards; tj’ — unsatisfactory out-
sourcing control and / or excessive dependence on it; tgj’

— incomplete monitoring of IT service levels; tg — lack of
positive business results as a result of changes in IT ad-
ministration; t> — incorrect operation of the continuous

IT control system; t3 — low level of determination and
administration of cyberincidents; tJ — irrational man-
agement of IT operations; tfo — inability to manage the
continuity of IT operations; tfl — inconsistency of IT
administration and business processes; tfz — low quality

IT testing; t°, —

complexity of the IT transformations
administration and implementation; t134 — generation of
false data by the information system; t., — failure of data
quality control; tfe — weak protection of information
system and IT equipment; tf7 — incorrect implementation

of the cyberattack identification process; t., — disability
of the cyberattack response system.

e business (developed by the author)
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Therefore, the purposes of the article are to sys-
tematize IT risks of online business and substantiate
the scientific and methodical approach to assessing the
likelihood of their occurrence, as well as develop the
continuum of unified activities to reduce the negative
consequences of these IT risks.

Results. The rational IT risk management in the
context of digital transformation plays a key role in the
development of online business in a changing market-
ing environment. It is the foundation for developing
proactive actions to strengthen competitive market
positions with mission, vision and desired metrics.
Considering the above, according to the results of the
detailed analysis of research by scientists [1-7; 10-14],
the systematic list of online business IT risks is devel-
oped (Fig. 1) that, compared to others, takes into ac-
count the features and impact of digital transformation.

According to the Fig. 1, R,; includes three risk
groups (1):
Rir :{RIT 1 RIT_Z; RIT_S}v

10 3
1
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The formation of the appropriate database of
online business IT risks is the basis of the author’s
scientific and methodical approach to assess the proba-
bility of IT risks and make the right decisions to level
or eliminate them in the future. The essence of the
scientific and methodical approach is to survey experts
and specialists in order to identify two statuses of IT
risks — “accept” (status 1) and “change” (status 2,
which divided into three types — “reduce”, “transfer”,
“remove (eliminate)”. The identified status allows to
develop the relevant online business IT risk manage-
ment plan.

The approbation of the scientific and methodical
approach is carried out by the example of Ukrainian
retailers who have online business in the following
segments: food retail; drogerie; home appliances and
electronics retail; DIY-retail. The division of retailers
into clusters and certain aspects of their activities are
reflected in [8-9]. The Fig. 2 represents the results of

three groups of RlT risks assessment of retailers’
online business in 2020 in terms of three clusters.

OFR1
OFR2
OFR4
ODR1
ODR2
BHA1
BHA2
BHA3
BHA4
BHAS
BHA6
BEDIYS

Ry Ry > Ry s

(©)

EDIY1
EDIY2
EDIY4
ODIY6
ODIY?7

Notes. Cluster 1: Auchan Ukraine (FR1), Metro Cash and Carry Ukraine (FR2), NOVUS Ukraine (FR4), Yves
Rocher Ukraine (DR1), RUSH (DR2), ALLO (HA1), Foxtrot (HA2), DIESA (HA3), Comfy Trade (HA4), Harazh
Mobail Hrup (HAS), Citrus Discount (HA6), Leroy Merlin Ukraine (DIY5). Cluster 2: NASH KRAI (FR3), Tavria V
(FR5), Fozzy Food (FR6), Budmax (DIY3). Cluster 3: BRV Kyiv (DIY1), Nova Linia (DIY2), Epicentr K (DIY4),

Furniture Company of Ukraine (D1Y®6), JYSK Ukraine (DIY7).

Fig. 2. Probability of retailers’ online business RIT in 2020 in terms of clusters Cluster 1 (a), Cluster 2 (b), Clus-
ter 3 (c) (developed by the author)
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Among the set of retailers that formed Cluster 1,
the results of the calculations identified the status 2
“change” for 2 of 3 studied food retailers — FR1, FR2,
2 drogeries — DR1 and DR2, 4 of 6 retailers in the field
of home appliances and electronics — HA1, HA2, HA3,
HADS5, as well as DIY-retailer — DIY5. It is found that
IT risks are very likely for FR1, due to the retailer’s
rethinking of the need to integrate advanced IT into a
compehensive online business management system and
increase the cost of their implementation to ensure the
congruence of IT and business strategies aimed at max-
imum satisfaction, needs and preferences of online
buyers. For FR2, the probability of risks is due to the
design of business processes without focusing on IT,
which resist the rapid online business development and
increase the risk probability. DR1 scores reflect an
advanced IT provisioning and support system using the
relevant toolkit, but without investing in IT develop-
ment and optimizing IT costs. Given the low interest of
DR1 in building IT capacity, the status 2 “change” of

RIT , is identified. Unlike DR1, in DR2 the risks in

the group RIT _ are higher, which is primarily due to

the reluctance to use modern IT for strategic decision-
making and online business management based on
digital transformation trends.

The score RIT 1 of HA1 is explained by inaccu-

racy in the general system of accounting for the costs
of the IT implementation and updating, as well as weak
control / lack of control over the implementation of the
IT budget. In addition, it can be stated that the retailer
HAZ2 does not have a strategic focus on the IT strategy
implementation. As the explanation for the likelihood
of HA3 risks might be that when drawing up the oper-
ating budget, the retailer has some difficulty in taking
into account the total IT cost. The consequence of this
is also an incorrect organization of the total manage-

ment Costs. R,T , risk assessments are shown an

incorrect interpretation of HAS5 requests, needs and
preferences of online buyers regarding IT security and
the use of unacceptable authentication settings in the
online shop. The status 2 “change” is also identified as

a result of the RIT 1 assessment for DIY5 included in

Cluster 1. The prerequisite for this is the setting of
tasks in the absence of a well-founded IT strategy,
which allowed in a relatively short period of time to
achieve the overall goal of online business in the con-
text of digital transformation.

For FR3 it is identified the weak links between
mission, vision, understanding of requests, needs, pref-
erences of online buyers and their behavior, staff com-
petence, financial and investment management, busi-
ness processes and communications at different hierar-

chical levels. The DIY3 risk status RIT 1 Is negative-

ly affected by the difficult navigation of the online
shop website for online buyers and the low level of IT
security when placing online orders, which is partly
due to the lack of an identification procedure. In Clus-
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ter 3, where the status 2 “change” for the risk group
RIT , is identified for 4 DIY retailers. Such DIY1

assessments are due to the inability of staff to identify
IT problems in a timely manner and focus their efforts

on achieving them. Unlike DIY1, scores of RIT 1 in

DIY2 and DIY7 are lower and indicate too deep im-
mersion in operational management and the inability to
develop and adjust the online business vision, which
provides maximum satisfaction of requests, needs and
preferences of online buyers through timely implemen-
tation of IT solutions. It is worth noting that DIY6 has

the highest probability of group risks RIT ., both

among retailers in Cluster 3 and among other clusters —
Cluster 1, Cluster 2.

It is identified the status 2 “change” for the retailer
in the field of home appliances and electronics in Clus-
ter 1 (HA3) and DIY-retailer in Cluster 3 (DIY1). The

high probability of a risk group RIT_Z for HA3 is

explained by the development of HR-strategy without
the use of grading, which is able to provide an objec-
tive assessment of the IT professionals results, their
competence, contribution to constructive solutions to
online business problems and establish appropriate
rewards. The identified risk group status for DIY1 is
due to the inability to provide flexible and systematic
training of IT professionals with an emphasis on im-
proving their knowledge, skills and abilities in IT, as
well as the lack of focus on developing competencies
and critical thinking that contribute to the solution of
management tasks.

Based on the calculations, the status 2 “change” is

i3 for FR4, DR2,

HAG in Cluster 1, FR3, FR6, DIY3 in Cluster 2 and
DIY1, DIY4, DIY6, DIY7 in Cluster 3. The FR4 score
shows a low level of staff motivation to quickly identi-
fy and administer cyberincidents, which directly affects

identified for the risk group R

the retailer’s online business. Another group RlT 3

for DR2 in Cluster 1 is more likely to have group risks
due to the occasional use of IT to diagnose and monitor
metrics that allow to fragment the online business ef-
fectiveness. Partial concentration on promising IT pro-
jects to combat cyberattacks and ensure control over IT

operations is increased the likelihood of R,T 5 for

HAG6. Changing the identified status for HA6 requires
the focus on improving cyberattack protection.
Analyzing the calculation data for retailers in Clus-
ter 2, it should be noted that the probability of risks for
FR3 is higher than for FR6 and DIY3. This is due to
the corporate culture, where the specialists of the IT
department are disorganized and work effectively un-
der the mode of “manual” management. Prerequisite

for the status 2 “change” for the risk group RlT 5 for

FR6 — the retailer’s reluctance to develop and use in
practice personalized applications and IT solutions
tailored to the individual needs of online buyers. The
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risks of DIY3 in the group RIT 3 are high due to the

increased dependence on outsourcing and cooperation
with business partners which do not seek to improve
the quality of service delivery and carry out unsystem-
atic market expansion.

The likelihood of risks R,T 5 for DIY1 is due to

the lack of a holistic understanding of the IT role in the
context of effective IT online business administration.
The DIY4 score represents the need to implement men-
toring and coaching practices with the collaboration of
specialists from different departments on IT projects in
order to develop the effective response system to
cyberattacks and ensure the appropriate level of further
IT support. The identified status 2 “change” for DIY6
is due to the ambiguity of the strategic idea of the re-
tailer’s online business, which does not allow the IT
department to turn it into a concrete result and, conse-
quently, does not provide the appropriate level of in-
formation system administration and IT transfor-
mations. Incorrectly established metrics for diagnosing

and monitoring the status and effectiveness of IT oper-
ations have significantly affected the activities of DIY7

and increased the likelihood of risks RIT 3

To ensure the sustainable and dynamic develop-
ment of online business, it is necessary to carry out
effective IT risk management. This involves making
rational business decisions to implement a set of activi-
ties to level or eliminate the risks of online business.
That is why, in order to reduce the negative conse-
quences for the conduct and development of online
business in the event of risks, the author developed the
continuum of unified activities aimed at reducing the
negative consequences for the online business conduct

and development in the risk RIT groups (Table 1).

The implementation of the proposed relevant activ-
ities for leveling and / or liquidation will ensure the
adoption of correct management decisions and facili-
tate the rapid online business scaling.

Table
The continuum of unified activities to reduce the negative consequences from RIT (developed by the author)

Group of . Group of -

Rux risks Aoy _Bu_rislss_l _______ A J
Business process automation and IT applica- I I I
tion to identify differentiated requests, needs | ! !
and preferences of online buyers I I Improving the mechanism of :
Optimization of critical business processes | | respons;z to kt)he_prg(;)able occuhr— !
and their standardization I j rence of cyberincidents on the |
Modernization of IT security architecture i i basis of accumulated data i

i T Rationalization of IT security tools : : :
Renovation of technologies for protection | 1 i
against cyberattacks and cyberincidents. H : Diagnosis of the level of IT :
Development of the complex operation plan | I protection against possible I
to eliminate the negative consequences of the I I cyberattacks and cyberinci- I
online business risks, in particular, cyber—: :dents :
incidents [ I I
Increasing the speed in response to cyberat- : : Designing of business process- :
tacks and cyberincidents 1 I es to ensure IT security [

I + i Group3 I i
: E . . 1 1 1
: : Development and implementation of cyber- | I I
i security policy with the involvement of man- I I Modernization of IT security I
i agement and competent IT professionals and | I management system 1
i other employees I I I
] . I | |
i Formation and expansion of intelligent data- | ! I
: : bases for assessing the likelihood of risks in 1 I Development of the alternative 1|
i the context of effective IT security manage- I I cyberincident response plans I
§ GI’OUp 2 § ment ! ! !
i Ensuring the flexibility of the IT infrastruc- | I I
plure . . . I | Risks prediction, including I
Ensuring cybe_rsecunFy and increasing the : : those caused by the growth of :
: level of the online business IT protection : : cyberattacks and  cyberinci- :
1 1 1 |

[ I I

1 1 1

I I I

I I |

Comprehensive verification of the IT security
: level

GAP analysis

dents, using intelligent IT secu-
rity tools
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Conclusions and prospects for further research
in this area. Based on the results of the detailed analy-
sis of scientists’ researchers, the systematized list of
three groups of online business IT risks is developed
and its graphic interpretation is given. Compared to
others, these IT risks take into account the characteris-
tics and impact of digital transformation on online
business. The scientific and methodical approach to
assessing the probability of IT risks and making correct
decisions to level or eliminate them in the future is
substantiated. The approbation of the approach is car-
ried out by the example of Ukrainian retailers that have
online business in different market segments. The con-
tinuum of unified activities to reduce the negative con-

sequences from R,T is developed, based on the re-
sults of approbation.
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