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Abstract. This research is extremely important as it examines the digital transformation of Ukraine's tax system in
the era of information technologies, where digitalization priorities have become mandatory for building a competitive
economy. The study analyzes how tax institutions are increasingly utilizing digital technologies to effectively perform
their functional duties across four key areas: ensuring equal conditions and reducing the shadow economy, improving
the business environment, enhancing the tax system through expanded digital fiscal frameworks, and fostering econom-
ic transparency. The research reveals the paradoxical dual nature of technological development in taxation, where
digital advancement simultaneously shrinks the shadow sector through improved tax control while potentially expand-
ing it in uncontrolled activities. The study demonstrates how digitalization facilitates fiscal services in systematizing
information across tax system units, enabling better detection of tax avoidance and evasion, ultimately achieving a
compromise between tax efficiency and fairness through the synergistic potential of mobile, social, cloud, Internet of
Things, and data analytics technologies. A comprehensive analysis of digitalization's advantages and disadvantages
reveals significant benefits including fast data access, improved government employee efficiency, high-quality data
processing, and reduced bureaucratic processes, while acknowledging challenges such as lengthy digitization process-
es, system reliability dependence, employee upskilling needs, and cybersecurity risks. The study identifies three key
areas of Ukraine's tax digitalization: Electronic Taxpayer Accounts providing personalized secure interactions, Soft-
ware Payment Transaction Recorders replacing traditional cash registers, and VAT Information Exchange Systems
facilitating international tax cooperation aligned with EU standards.
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CYYACHI TEHIAEHIIT ALIZKATATI3ALLL TPOLIECIB
OTOJIATKYBAHHS B YKPATHI B KOHTEKCTI
3ATIOBITAHHS IIAXPAWICTBY'

Anomayin. Lfugpposa mpancghopmayis nodamrkosoi cucmemu Yxpainu 6 enoxy ingpopmayitinux mexnonoeii € nao-
36UYAIIHO AKMYAIbHON, OCKILIbKU npiopumemu yu@posizayii cmaiu 0608 ’sa3k06umu 01 NOOYOO8U KOHKYPEHMO-
CNPOMOIICHOT eKOHOMIKU. Y 00Cni0dceHHi ananizyemuvcs, AK noOamro6i YCmaHosu 6ce dacmiule GUKOPUCMOBYIOMb
Yugposi mexnonoeii 01 epeKxmusHo20 BUKOHAHHA CBOIX QYHKYIOHATLHUX 0008 A3KI8 Y YOMUPLOX KII0YO8UX chepax:
3a0e3neqenHs piGHUX YMOE | 3MEHUIeHHs MIHbOGOI eKOHOMIKU, NOKpaujeHHs bizHec-cepedosuiyd, YOOCKOHANCHHS No0a-
MKOBOI cucmemu 3a OONOMO2010 POZUWUPEHUX YUDPOBUX QICKATbHUX PAMOK | CIPUAHHA eKOHOMIUNIN NPO30POCII.
Y emammi poskpusaecmoca noosiiina npupooa mexmonociuno2o po3gumky 6 onooamxysamHi, oe yugposuii npozpec
00HOUACHO CKOPOUYE MIHbOBULL CEKMOP Yepe3 NOKPAaujeHHs N0OAmKo6020 KOHMPOTIO Ma NOMEHYIUHO POSUUPIOE 11020
8 HEKOHMPONbO8aHill OifAnbHOCMI. J{OCNIONHCeHHA 0eMOHCMPYE, K YUpposizayis cnpuse QicKarbHuUM ciysicoam y cu-
cmemamuzayii inghopmayii 8 no0amMKO8UX NIOPO30iNax, 003680AI0OUY Kpae SUABTAMU YXUIEHHS 8I0 CIAMU NOOAMKIS,
3pewmoro 00cA2aUU KOMIPOMICY MidiC epeKmusHicmio onoo0amKky8ants ma cnpaseoiugicmio 3a80Ku CUHEPIYHOMY
nomeHyianry MoOIIbHUX, COYIANbHUX, XMapHUX, Inmepuemy peueil ma mexnonoeiti ananizy oaunux. KomniekcHuil ananiz
yughposizayii usasae 3HaAUHI nepesasu, BKIIOYAIYU WEUOKUL 00CMYN 00 OAHUX, NiO8UWEHHs eqheKMUBHOCI 0epica 8-
HUX CydHcO0BYIB, BUCOKOAKICHY 0OPOOKY OaHUX | CKOPOUeHHs DIOPOKPAMUYHUX NPOYECi8, GU3HAIOUY MAKI npodaemu, K.
3aepo3u Kibepbesneyi, po3pus y pi6Hi yUGPosoi epamomHoOCmi NIAMHUKIE NOOAMKIE, HeOOCKOHANICMb HOPMAMUBHO-
npaeosoi basu y cepi yudposux nodamkosux cepsicie. Lle 3ymoentoe nazaivHy nompeby 6 ioeHmugikayii ma ananizi
cyuacHux meHOeHyill yugposizayii nooamrkosux npoyecie 6 Yrkpaiui, oyiniosanti eghexmusHoCmi npo8adiceHux yug-
posux piwens (30kpema, Enexmponnozo xabinemy niamuuxa nodamxie, npoepamuux PPO, cucmem obminy ingop-
mayiero wooo I1/[B) ma po3pobnenni KomniekcHux cmpameeitl, sKi 6 3a6e3neuysanu 6aNanc Midc MmexHOL0IHHUMU
IHHOBAYIAMU MA HAOIUHUMU MEXAHIZMAMU 3aN00I2aHH WAXPALCMEY 3 MemOoIo 2apMoHizayii yugpoesoi ingpacmpyx-
mypu Yxpainu 3 MidcHapoOHumu cmanoapmamu.
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Formulation of the problem. In the era of infor-
mation technologies, Ukraine faces the critical chal-
lenge of modernizing its tax system through digital
transformation to build a competitive economy while
simultaneously combating tax fraud and reducing the
shadow economy. The paradoxical nature of digitaliza-
tion creates a dual impact: while advanced digital tech-
nologies enhance tax control and administration capa-
bilities, thereby reducing traditional forms of tax eva-
sion, they also generate new opportunities for sophisti-
cated fraud schemes in uncontrolled or poorly regula-
ted digital environments. This creates an urgent need to
identify and analyze modern digitalization trends in
Ukraine's taxation processes, evaluate the effectiveness
of implemented digital solutions such as Electronic
Taxpayer Accounts, Software Payment Transaction
Recorders, and VAT Information Exchange Systems,
and develop comprehensive strategies that balance
technological innovation with robust fraud prevention
mechanisms. The problem is further complicated by
emerging challenges including cybersecurity threats,
digital literacy gaps among taxpayers, insufficient leg-
islative frameworks for digital tax services, and the
need to align Ukraine's digital tax infrastructure with
international standards while maintaining system secu-
rity, reliability, and accessibility for all user segments.

Analysis of recent research and publications.
The digital transformation of the fiscal sphere and the
combat against destructive economic phenomena re-
main at the forefront of scholarly and practical dis-
course. The theoretical and practical aspects of digital-
izing the tax system as an effective tool for countering
the shadow economy have been thoroughly investigat-
ed by M. Khmyz, S. Petkov, Z. Mylyanyk, et al. [2].
The authors emphasize that digital tools not only auto-
mate processes but also serve as a crucial lever for tax
regulation. Within the context of national-level trans-
formations, O. Trehub et al. [11], in their collective
monograph, examine the transformational processes of
national economies under conditions of instability,
which is vital for understanding the adaptability of
Ukraine's tax system to contemporary challenges. The
impact of digital innovations on fiscal policy and their
role in ensuring sustainable economic development are
highlighted in the work of O. Lukianykhina and col-
leagues [5]. This perspective is complemented by
L. Lazebnyk and O. Pizhuk [4], who substantiate inno-
vative approaches to tax administration as a corner-
stone of national economic security. Furthermore, the
experience of developed countries in digitalizing tax
administration and the possibilities for its implementa-
tion into Ukrainian practice are analyzed in detail by
L. Marchenko [6]. A significant body of research is
dedicated to the issues of tax evasion and mechanisms
for preventing fiscal fraud. Specifically, T. Medynska,
N. Ruschyshyn, and N. Oliynyk [7] examine strategies
and international experiences in countering tax evasion,
which is fundamental for the harmonization of national
legislation. In subsequent studies, these authors [8; 9]
provide an in-depth analysis of the causes and econom-
ic consequences of tax evasion in Ukraine, proposing
comprehensive preventive measures. The practical
vector of this research is grounded in official strategic
documents, notably the Digital Development Plan of
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the State Tax Service [1], approved by the PFM IT
Management Committee of the Ministry of Finance of
Ukraine, and official reports from the State Tax Service
of Ukraine [10]. The importance of transparency and
efficiency within the modern administrative system is
emphasized by R. Kravchenko [3], who stresses the
inevitability of transforming the tax service into a
transparent, service-oriented body. Despite the substan-
tial volume of existing research, the preventive poten-
tial of digitalization, specifically in the context of
emerging forms of tax fraud, requires further in-depth
study.

The purpose of the article. Analyze the digital
transformation of Ukraine's tax system as a mandatory
condition for building a competitive economy, examin-
ing how digitalization simultaneously reduces and po-
tentially expands the shadow economy while identify-
ing the key areas, advantages, disadvantages, funda-
mental principles, and strategic development vectors
necessary for effective tax administration moderniza-
tion.

Presentation of the main research material. The
era of information technologies dictates the spread of
digitalization, with the consideration of its priorities
being a mandatory condition for building a competitive
economy.

In the context of the digital transformation of the
economy, tax institutions are increasingly using digital
technologies to solve their tasks in the process of effec-
tively performing their functional duties. In this con-
text, the most important areas of fiscal policy formation
that require the use of digital technologies include the
following:

e ensuring equal conditions and reducing the
shadow economy,

e improving the business environment,

e enhancing the tax system by expanding the digi-
tal fiscal and tax framework,

e fostering economic transparency, and develop-
ing new digital solutions for taxpayers and business
entities to achieve a qualitative transformation of the
country's tax system architecture.

Today, the development of technology leads to two
complementary but opposite processes in the field of
taxation: on the one hand, the shadow sector is shrink-
ing due to the technological development of tax control
and tax administration, and on the other hand, the
shadow sector is growing in uncontrolled or poorly
controlled activities.

Digitalization facilitates the work of fiscal services
in systematizing the available information in different
units of the tax system, and thus better detecting tax
avoidance and evasion.

In general, improving the tax system through the
digital use of information resources can help to achieve
a compromise between tax efficiency and fairness.

The synergistic potential of mobile, social, cloud,
Internet of Things, and data analytics technologies can
collectively lead to significant changes in public ad-
ministration and make the public sector of Ukraine
reactive, efficient, and valuable.

The widespread use of software products not only
brings comfort to users, but also creates certain obsta-
cles (table 1).
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Table 1

Advantages and Disadvantages of Digitalization of Public Services*

Advantages of Digitalization

Disadvantages of Digitalization

Fast access to essential data.

Lengthy process of data digitization.

Minimization of time for systematization and synchro-
nization of required data.

Dependence on the quality and reliability of electronic-
digital systems.

Improvement in the efficiency of government employ-
ees.

Need for upskilling employees in IT technologies.

Increased labor productivity of employees.

Reduction in the number of jobs.

High-quality, fast, and accurate data processing and
report generation.

Need for high-quality technical equipment and its regu-
lar updates.

Availability of audio or text communication programs
for remote interaction and informing employees and
citizens.

Dependence on global communication systems.

Improvement in service delivery to citizens.

Need for constant technical support.

Reduction in costs for service provision.

Need for continuous connection with personnel.

Minimization of errors in calculations, analytics, fore-
casting, and planning.

Need for constant attention to global trends and innova-
tions in the field.

Ensuring inclusivity.

Necessity for timely data updates.

Reduction of bureaucratic processes in government
services.

Development and worsening of certain health condi-
tions, such as vision or mobility issues.

Comfortable conditions for receiving government ser-
vices.

Need for systematic updates to pricing policies.

Advancement of scientific and technical progress in the
country.

Need for offline duplication of certain services due to
the presence of elderly people unable to master new
technologies.

Improved accessibility of government services.

Risk of unlawful use of personal or other confidential
data.

*Note. Table 1 made on the basis of [2]

Electronic taxpayer account

Software registrars of payment transactions

VAT information exchange system

Fig. 1. Key Areas of Tax Digitalization (created based on [10])




Ukraine is actively introducing digital technologies
in the taxation sector, which allows automating tax
administration processes, minimising the human factor
and contributing to the fight against corruption. In the
context of globalisation and technological progress,
digital tools have become key to the modernisation of
the country's tax system.

We have identified the following key areas of tax
digitalization (fig. 1).

One of the most significant steps towards the digi-
tal transformation of Ukraine's tax system was the crea-
tion of the Electronic Taxpayer Account. This service
ensures personalised, secure and convenient interaction
between taxpayers and government agencies. By using
an electronic digital signature, entrepreneurs and citi-
zens can submit reports, receive consultations and
monitor their tax liabilities in real time. The introduc-
tion of such services helps to minimise fraud and en-
sures transparency of operations.

Another important element of digitalisation is
software payment transaction recorders. They allow
entrepreneurs to use software solutions instead of tradi-
tional cash registers, which greatly simplifies control
over financial transactions. By automatically register-
ing and transmitting data to the tax authorities, cash
registers help to detect violations more effectively and
reduce tax evasion.

The implementation of the VAT Information Ex-
change System is an important step in the area of inter-
national taxation. This system allows controlling au-
thorities to exchange information on transactions be-
tween EU countries, which helps to reduce VAT fraud.
Ukraine is gradually adapting its tax system to interna-
tional standards, which is an important step in the con-
text of European integration.

According to the Digital Development Plan of the
State Tax Service of Ukraine until 2030, the ongoing
modernization of tax services aims to enhance user
experience and administrative efficiency. A key com-
ponent of this transformation is the E-Cabinet, a digital
platform designed to simplify interactions between
taxpayers and the tax authorities. As of January 1,
2026, more than 6,2 million taxpayers are actively
using the private section of the E-Cabinet. This figure
includes approximately 1,9 million citizens and over
3.1 million self-employed individuals (FOPs), reflect-
ing a comprehensive shift toward a paperless tax eco-
system. This growth underscores the successful inte-
gration of digital identifiers and the 'Tax in a
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Smartphone' strategy, further reducing administrative
barriers. The main priorities of this digital
transformation include:

e Implementation of Artificial Intelligence and
Big Data Analytics for monitoring and forecasting tax
revenues.

e  Creation of a Unified Digital Taxpayer Identi-
fier to streamline identification and tax-related process-
es.

e Automation of Tax Control and Inspections to
improve efficiency and reduce human error.

e  Development of Mobile Applications for con-
venient interaction with taxpayers.

While the outlined priorities mark significant pro-
gress toward a more efficient and user-friendly tax
system, they also introduce new challenges. Despite the
positive aspects of digital transformation, there are
certain risks that require attention. These include:

e  Cybersecurity threats and the potential leak-
age of tax data.

e Insufficient digital literacy among certain
segments of the population and businesses.

e  The need for improving the legislative frame-
work to regulate digital tax services.

Digitalization of tax processes in Ukraine is a cru-
cial tool in combating fraud and enhancing the effec-
tiveness of fiscal policy. By implementing modern
electronic services, automating checks, and exchanging
tax data, it is possible to prevent fraud, significantly
reduce corruption, and decrease the shadow economy.
However, to achieve the maximum effectiveness of
digital reforms, it is necessary to strengthen cybersecu-
rity measures, improve digital literacy among citizens
and businesses, and ensure the gradual integration of
Ukraine's tax system with international standards.

To build a truly effective and resilient digital tax
system, it is not enough to focus solely on technology
or service expansion. Success depends on designing a
system that is responsive to real-world conditions, in-
clusive of diverse user needs, and capable of evolving
alongside regulatory and technological developments.
A sustainable approach must balance efficiency with
security, automation with human oversight, and inno-
vation with accessibility. In this context, the following
aspects must be taken into account when developing a
digital tax system (fig. 2).



Bicnuk JIvgiecvoko2o mopzoeenbHo-eKoOHOMIUHO020 yHigepcumemy. Exonomiuni nayxu. Ne 85, 2026

internal factors

« Flexibility — the ability to adapt to changes in both external and

'

technical, and software support

* Continuous improvement — ongoing enhancement of information,

« Universality — the system should be designed to handle a wide range |
of operations, including atypical ones

7

* Remote access — availability of access from any location

» User discretion — utilization based on the client's needs

considering the human factor

« Compatibility — integration with the client’s information system while

 Data security — protection against unauthorized access

* Reliability — high dependability of both hardware and software

Fig. 2. Key Aspects of Digital Taxation (created by the authors)

Taking into account these foundational aspects, the
successful integration of advanced information tech-
nologies plays a crucial role in transforming Ukraine’s
tax system into a more dynamic, intelligent, and ser-
vice-oriented model. By leveraging digital tools and
data-driven solutions, the State Tax Service can signif-
icantly enhance both operational performance and tax-
payer experience. The introduction of the latest infor-
mation technologies in the Ukrainian tax system makes
it possible to:

» ensure efficient collection, processing and ana-
lysis of tax information;

e provide in-depth and detailed analysis of tax-
payers' tax data;

» improve the mechanism of tax reporting and en-
sure more accurate and clear presentation of tax infor-
mation;

» ensure electronic interaction between state fi-
nancial control authorities and taxpayers;

» improve the quality of taxpayer services;

» improve the efficiency of tax administration;

* reduce the time required for tax audits and de-
tection of violations in tax calculations;

» prevent fraud in tax payments;

* reduce the costs of maintaining state financial
control bodies.

As Ukraine continues to modernize its tax system
through digital transformation, new strategic directions
and growth opportunities are emerging. These ad-
vancements not only streamline existing processes but
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also lay the groundwork for a more transparent, acces-
sible, and responsive tax environment. In particular, the
development of electronic income declaration systems
and the digitalization of taxation procedures for both
individuals and legal entities offer significant poten-
tial. The following vectors and opportunities may
emerge as prospects for the effective development of
electronic income declaration, as well as taxation pro-
cedures for individuals and legal entities, based on the
digital transformation of taxation:

1. Simplification and unification of tax proce-
dures.

2. Minimization of taxpayers' costs.

3. Improvement of the tax risk management sys-
tem.

4. Development of online resources in the field
of income declaration and taxation.

5. Stimulation of investment and innovation in
the development of tax infrastructure.

6. Improvement of the efficiency and fairness of
income taxation.

7.  Reduction of corruption.

8. Minimization of tax evasion schemes and
fraudulent activities in the coordination and payment of
taxes and fees.

9. Enhancement of tax culture, awareness, and
literacy among taxpayers through training, clarifica-
tions, informational briefings, workshops, etc.

The successful digitalization of tax calculations is
a crucial step toward ensuring transparency and



efficiency in Ukraine’s financial sector. It lays the
foundation for further development and the implemen-
tation of new innovative solutions in the tax sphere,
enhancing the quality and effectiveness of financial
oversight in the country.

The integration of artificial intelligence technology
into the tax service “requires the adoption of an appro-
priate concept that envisions a transformation of IT
infrastructure — either through the development of pro-
prietary software or collaboration with leading IT com-
panies and FinTech startups. It also necessitates the
recruitment of experts with experience in systems anal-
ysis, data science, predictive and prescriptive analytics,
as well as ensuring the flexible integration of all struc-
tural units and specialists for centralized or decentral-
ized execution of analytical functions”.

The above measures will enable the creation of
digital services and, as a result, establish effective in-
teraction between government authorities and taxpay-
ers. This, in turn, will facilitate the efficient fulfillment
of tax obligations and ensure timely communication
between the parties regarding the status of their tax-
related interactions.

Conclusions and directions for further research.
The conducted research allowed for a comprehensive
analysis of the digital transformation of Ukraine's tax
system as a mandatory condition for building a com-
petitive economy in the era of information technolo-
gies. The study revealed the paradoxical dual nature of
digitalization in taxation, where technological ad-
vancement simultaneously reduces traditional tax eva-
sion through enhanced control mechanisms while po-
tentially creating new opportunities for sophisticated
fraud in uncontrolled digital environments.

The analysis demonstrated that Ukraine has made
significant progress in implementing key digitalization
areas, including Electronic Taxpayer Accounts, Soft-
ware Payment Transaction Recorders, and VAT Infor-
mation Exchange Systems, with over 6,2 million tax-
payers actively utilizing the E-Cabinet platform as of
2026. The research confirmed that the Digital Devel-
opment Plan until 2030, focusing on artificial intelli-
gence implementation, unified digital identifiers, auto-
mated tax control, and mobile applications develop-
ment, represents a comprehensive approach to tax sys-
tem modernization.

The study established eight fundamental principles
essential for sustainable digital tax system develop-
ment: flexibility, continuous improvement, universali-
ty, remote access, user discretion, compatibility, data
security, and reliability. These principles enable nine
key technological benefits ranging from efficient in-
formation processing to fraud prevention and cost re-
duction. Furthermore, the research identified nine stra-
tegic development vectors that encompass procedural
simplification, cost minimization, risk management
enhancement, and tax culture development.

However, the research highlighted significant chal-
lenges accompanying digital transformation, including
cybersecurity threats, digital literacy gaps, legislative
framework inadequacies, and the need for continuous
technical support and infrastructure updates. The ana-
lysis revealed that while digitalization offers
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substantial advantages such as improved efficiency,
reduced bureaucracy, and enhanced transparency, it
also creates dependencies on system reliability, re-
quires substantial upskilling investments, and poses
risks of personal data misuse.

The research highlighted the need for continued
investigation in several critical areas to ensure the suc-
cessful advancement of Ukraine's digital tax transfor-
mation:

1. Cybersecurity enhancement research: Further
studies are required to develop advanced cybersecurity
frameworks specifically tailored for tax administration
systems, including investigation of emerging threats,
development of real-time monitoring systems, and
creation of incident response protocols for tax data
protection.

2. Digital literacy assessment and development:
Comprehensive research is needed to evaluate digital
literacy levels across different demographic and busi-
ness segments, develop targeted training programs, and
create user-friendly interfaces that accommodate vary-
ing technological competencies while maintaining
system security.

3. Legislative framework optimization: Future
research should focus on analyzing existing legal gaps
in digital tax service regulation, developing compre-
hensive legislative proposals that balance innovation
with taxpayer protection, and studying international
best practices for digital tax law implementation.

4. Artificial Intelligence integration studies: De-
tailed research is required to explore optimal Al im-
plementation strategies in tax administration, including
predictive analytics for fraud detection, automated risk
assessment systems, and machine learning applications
for taxpayer behavior analysis while ensuring ethical
Al usage.

5. International standards alignment research:
Further investigation is needed to analyze the integra-
tion process of Ukraine's digital tax system with EU
and international standards, evaluate compatibility
requirements, and develop roadmaps for seamless
cross-border tax information exchange.

6. Economic impact assessment: Comprehensive
studies should examine the long-term economic effects
of tax digitalization on business competitiveness, shad-
ow economy reduction, and overall fiscal policy effec-
tiveness, including cost-benefit analyses of digital
transformation investments.

7. User experience and accessibility research:
Future research should focus on optimizing digital tax
services for diverse user needs, including elderly popu-
lations, individuals with disabilities, and small busi-
nesses with limited technological resources, ensuring
inclusive digital transformation.
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